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Prcgggté Business Scenario

Project/Open allows for managers, staff, freelancers
and clients to collaborate on the same projects,
communicate and share knowledge, all using a
single Internet-Server, without organizational
boundaries.

However, critical information such as customer
lists, company finances, corporate secrets,
employee data etc. need to be protected to
unauthorized access.



Prcgie)gté The Organizational Model
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Prcgie)gté Profile Based Permissions

yvertical' Permissions
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Managers L_| i 2 - Manager
—r—_ ) - Project Manager
General General
i Manage;i Maiger - Employee
— Finance
Project i Operations i Manager —_ Cllent
D|rector Sales Manager
Freelancers Manager Finance — Freelance
Project b i 2 | Clients |=  Access permissions to
A Project| | | | all critical data can be
2 2 | i g 2 assigned to profiles
A Figrneé I;i Project 2 2RI X toiciens| = Additional profiles can
re ree ' . .
jance  lance ~ be defined if necessary
Project i i i )
c VR N\ TFinance
Project
Managers Employees




Project/
Open

Profile Based Permissions
Profiles Overview

2 X
Profile based permissions are restricting 2 fsssai\ ; ﬁ
access to entire areas of Project/Open. S8, oo B anc
Many fields of business objects such as &R g
Project or Customers are invisible for g2 5/ %] g g2glg| % 2
certain profiles. e s I ! i S
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Prcgggté Profile Based Permissions

Profiles Details

o~
& o @ 2 [ o
& & S e K\ & Description
L D O O » . .
S (S 5 = Th t
W e T ¢ ¢ € association
Customers u
view_customers X | X Necessary condition to view any information about customers at all Of a Cce SS rl g h ts
view_customer_contacts X | X Allows to see the employees of a customer ("customer contacts")
view_customer_details X | X Allows to see the address and other details of a customer t f' |
view_customer_support X | X Allows to see support-related communication O U Se r p rO I es
add_customers X | X Allows to add new customers to the system . .
edit_customers oo Does not exist. Access rights are defined on a by-customer base. I S fI eX I b | e a n d
Projects
view_projects X | X Necessary condition to view any information about projects at all b h d
view_projects_of_others X | X Allows to see projects in which the user doesn't participate Ca n e C a n g e "
add_projects X | X Allows to add new projects to the system
edit_projects 0o o0 Does not exist. Access rights are defined on a by-project base. N
= EW Uuser
View_users X | X Necessary condition to view any information about users at all f-
view_employees X | X Allows to see the list of employees p ro I I es Ca n b e
view_freelancers X X Allows to see the list of freelancers and other externals .
view_customer_contacts X | X Defined above. r t d I f
add_freelancers X | X Allows to add new users to the system C e a e
add_users X | X Allows to add new users to the system H t
Hours & Allocations Convenlen
view_hours X | X Necessary condition to view any information about work hours at all
view_hours_of_others X X Allows to see the hours of other users 1
o = A hts t
view_allocations Allows to see the allocations of other users Cce SS rl g S O
Other .
view_finance Allows to enter into the price and accounting modules p rOJ eCtS a n d
view_admin Allows to enter into the system administration sections
search_intranet Allows to do search for Intranet contents. C u Sto m e rS Ca n
1) Only for assigned customers LY ol
2) Only for assigned projects be modified on a
3 ) Depending on their profiles

by-case base.
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Project Based Permissions

= Project phases
are associated
with sub-folders
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Frofile

= Folder Perm|SS|OnS ] Project Folder  |P-PM  C-PM Trans. Editor QC
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: ] 2-Translation | R - R F F
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In a project.

= Additional Folders and profiles allow to adapt to
custom specific project phases



